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Employer’s Right to Know vs. 
Employee’s Right to Privacy

 Past: workplace privacy 

focused on lockers and desk 

drawers

 Now: workplace privacy 

focused on electronic data, 

including social media

 Fine line to keep balanced



Invasion of Privacy

 Intrusion upon seclusion

 an intrusion;

 that is highly offensive; and

 into some matter in which a 

person has a legitimate 

expectation of privacy

 Employees will likely have a 

difficult time proving the 

second and third elements



Invasion of Privacy

 Moreno v. Hanford (non-employment case)

 Student issued online rant (MySpace) against 

hometown that was republished in newspaper and 

led to family’s business being run out of town

 Court rejected invasion of privacy claims

 Reasoned MySpace posting was publicly available 

and thus could not support a privacy claim



Invasion of Privacy

 Stengart v. Loving Care Agency

 New Jersey Appellate Court
 Employee did not waive attorney-client privilege by 

communicating with her attorney through her personal Yahoo 

email, using work computer

 Holmes v. Petrovich Development Co.

 California Court of Appeals
 Disagreed with Stengart, reasoned employee emailing her 

attorney from computer was like “consulting her lawyer in her 

employer’s conference room, in a loud voice, with the door open”



Stored Communications Act, Wiretap Act, 

and Electronic Monitoring Statutes

 Address access to stored wire and electronic 

communications and transactional records

 SCA only protects communication where 

employee had a reasonable expectation of 

privacy

 Interception vs. Transmission

 Konop v. Hawaiian Airlines, Inc.



SCA Protected: Electronic 
Storage

 Electronic storage

 Any temporary intermediate storage of a wire or 

electronic communication incidental to the 

electronic transmission thereof;

 Any storage of such communication by an 

electronic communication service for purpose of 

backup protection of such communication

 Are the contents of websites held in 

electronic storage?



SCA Not Protected

 Communication readily 

accessible to the 

general public

 Facebook/Twitter/Instag

ram

 Depends on the degree of 

security enabled by the 

employee



Monitoring

 Federal Laws

 Electronic Communications Privacy Act (ECPA)

 Protects the privacy of some electronic communications and makes 

intentional interception of wire, oral, or electronic communications 

unlawful

 Stored Communications Act (SCA)

 Protects stored wire and electronic communications, including email

 Public employees: unreasonable search and seizures

 Monitor for misuse/overuse of email, Internet, etc.



Social Media Policies

 No expectation of privacy on company 

equipment

 Specify what activity is allowed

 Identify time limits, if any

 Integrate present policies

 Anti-discrimination

 Anti-harassment

 Not too restrictive (NLRB implications)





Employer Use of Social 
Networking Sites

 Marketing tool – reach broad customer 

base

 LinkedIn Accounts for sales associates 

or other employees



Eagle v. Morgan

 Eagle had personal premium LinkedIn account she paid for personally

 Shared her password with staff to update profile and respond to invitations

 Company didn’t have policy regarding ownership of social media accounts

 Eagle was fired soon after company bought out

 Company locked her out of her LinkedIn account by changing her 

password

 Eagle sued alleging misappropriation of her identity and identify theft 

among others

 Court found for Eagle on three counts but rejected damages claims 

entirely



Off The Job Behavior

 Risks arising from employees using social 

media

 Offending customers and clients

 Negative publicity

 Defamation

 Intellectual property infringement

 Trade secret disclosure

 Fraud

 Privacy-related torts



NLRB and Social Media

 Protected Concerted Activity

 Activities workers may partake in without fear of employer 

retaliation. 

 “Employees have the protected Section 7 right to discuss 

their terms and conditions of employment with each other, 

or even with non-employees (such as union 

representatives, spouses, friends, former employees, and 

even customers)…”

 “Any rule or policy that employees would reasonably 

construe as prohibiting them from engaging in such Section 

rights will likely be found unlawfully broad…”



Protected Concerted 

Activity

NOT Protected Concerted

Activity

Acting with or the authority of 

other team members to 

initiate, induce or prepare for 

group action

Conduct solely by and on 

behalf of the team member

Bring group complaints to the 

attention of management

Comments that are mere 

griping as opposed to “group 

action”

Engaging in activities that are 

the logical outgrowth of 

concerns expressed by the 

employees collectively

Outrageous or over-the-top 

rants, or unlawful, violent or 

discriminatory comments.



Social Media Termination 
Examples



Is this protected concerted 
activity?



Should I Terminate?



Should I Terminate?



Should I Terminate?

Company sponsors a social networking site designed to solicit 

discussion and ideas. Jose posts a blog entry that states that he 

has information that indicates that the company is engaged in 

fraudulent financial reporting and that someone should look into it. 

Jose is laid off 2 weeks later in connection with a reduction in 

force.

What is the obligation of the Company to monitor its blogs to 

learn about such complaints?  

What actions should or shouldn’t be taken?

Does Jose have a whistleblower claim?



Should I Terminate?

Frank asks his coworker Sallie to join his Facebook page.  Sallie 

accepts and subsequently looks at the pictures Frank has posted 

to his site.  Sallie sees a picture of Frank kissing multiple, scantily 

clad women. The remarks about the pictures are derogatory and 

demeaning.  Sallie complains to HR.

What actions should the company take? 

Does the situation change if instead of Facebook it is a 

company sponsored blog?  

What about a blog that the company hosts on its website 

solely for employees’ personal use?
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